(19) 



J 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



III 



(12) 



(45) Date of publication and mention 
of the grant of the patent: 
09.06.2004 Bulletin 2004/24 

(21) Application number: 00913651.6 

(22) Date of filing: 29.02.2000 



( ii) EP 1 163 798 B1 

EUROPEAN PATENT SPECIFICATION 

(51) Intel 7: H04N7/16, H04L 9/08 



(86) International application number: 
PCT/US2000/005111 

(87) International publication number: 

WO 2000/059222 (05.10.2000 Gazette 2000/40) 



(54) METHOD AND APPARATUS FOR SECURING CONTROL WORDS 

VERAHREN UND GERATZUR SICHERUNG VON STEUERUNGSWORTEN 
PROCEDE ET APPAREIL DE PROTECTION DE MOTS DE COMMANDE 



00 

00 

co 

CD 



Q_ 
LU 



(84) Designated Contracting States: 

AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 
MC NL PT SE 

(30) Priority: 30.03.1999 US 126805 P 
03.02.2000 US 497393 

(43) Date of publication of application: 
19.12.2001 Bulletin 2001/51 

(73) Proprietor: Sony Electronics Inc. 

Park Ridge, New Jersey 07656 (US) 



(72) 
(74) 

(56) 



Inventor: CANDELORE, Brant, L. 
Escondido, CA 92029 (US) 

Representative: DeVile, Jonathan Mark, Dr. et al 

D. Young & Co 

21 New Fetter Lane 

London EC4A 1 DA (GB) 



References cited: 
EP-A- 0 471 373 
WO-A-86/07224 
US-A- 5 485 577 



EP-A- 0 866 615 
WO-A-97/38530 



Note: Within nine months from the publication of the mention of the grant of the European patent, any person may give 
notice to the European Patent Office of opposition to the European patent granted. Notice of opposition shall be filed in 
a written reasoned statement. It shall not be deemed to have been filed until the opposition fee has been paid. (Art. 
99(1) European Patent Convention). 



Printed by Jouve, 75001 PARIS (FR) 



EP 1 163 798 B1 



Description 

BACKGROUND OF THE INVENTION 

5 1. Field of the Invention 

[0001 ] The present invention relates to digital devices. More specifically, the present invention relates to an apparatus 
and method for descrambling digital content in digital devices. 

10 2. General Background 

[0002] Analog communication systems are rapidly giving way to their digital counterparts. Digital television is currently 
scheduled to be available nationally to all consumers by the year 2002 and completely in place by the year 2006. High- 
definition television (HDTV) broadcasts have already begun in most major cities on a limited basis: Similarly, the ex- 
15 plosive growth of the Internet and the World Wide Web have resulted in a correlative growth in the increase of down- 
loadable audio-visual files, such as MP3-formatted audio files, as well as other content. 

[0003] Simultaneously with, and in part due to, this rapid move to digital communications system, there have been 
significant advances in digital recording devices. Digital versatile disk (DVD) recorders, digital VHS video cassette 
recorders (D-VHS VCR), CD-ROM recorders (e.g., CD-R and CD-RW), MP3 recording devices, and hard.disk-based 
20 recording units are but merely representative of the digital recording devices that are capable of producing high quality 
recordings and copies thereof, without the generational degradation (i.e., increased degradation between successive 
copies) known in the analog counterparts. The combination of movement towards digital communication systems and 
digital recording devices poses a concern to content providers such as the motion picture and music industries, who 
desire to prevent the unauthorized and uncontrolled copying of copyrighted, or otherwise protected, material. 
25 [0004] In response, there is a movement to require service providers, such as terrestrial broadcast, cable and direct 
broadcast satellite (DBS) companies, and companies having Internet sites which provide downloadable content, to 
introduce protection schemes. Two such copy protection systems have been proposed by the 5C group of the Data 
Hiding Sub Group (DHSG) (5C comprising representatives of Sony, Hitachi, Toshiba, Matsushita, and Intel) and the 
Data Transmission Discussion Group (DTDG), which are industry committee sub-groups of the Copy Protection Tech- 
no nical Working Group (CPTWG). The CPTWG represents the content providers, computer and consumer electronic 
product manufacturers. 

[0005] The DTDG Digital Transmission Copy Protection (DTCP) proposal is targeted for protecting copy-protected 
digital content, which is transferred between digital devices connected via a digital transmission medium such as an 
I EEE 1 394 serial bus. Device-based, the proposal uses symmetric key cryptographic techniques to encode components 
35 of a compliant device. This allows for the authentication of any digital device prior to the transmission of the digital 
content in order to determine whether the device is compliant. The digital content is itself encoded prior to transmission 
so that unauthorized copying of the content will result in copy having an unintelligible format. 

[0006] One method of encoding the content has been proposed by the DHSG, and is based on watermarking tech- 
niques. Although the main focus of the DHSG proposal has been for copy protection of digital movie and video content, 

40 particularly as applied to DVD systems, it is expected to be applicable to the copy protection of any digital content 
distributed electronically via digital broadcasts and networks. The watermarking techniques, which are invisible to the 
user, allow the incoming content to be marked in a manner that makes it extremely difficult to discern precisely how 
the content was encoded, and thus extremely difficult to remove or alter the watermark without damaging the content. 
The DHSG has determined three primary cases of detection and control that such a technology should accomplish: 

45 playback, record and generational copy control. It is anticipated that the watermarking technology will allow the content 
provider to specify at least whether the content is "copy never," "copy once," and "copy free" content. "Copy never" is 
used to mark digital content to indicate that the content is not allowed to be copied, while "copy free" indicates that the 
content may be copied freely and which can be marked with additional information. This is different than material that 
is never marked. Finally, "copy once" is used to indicate that the digital content is allowed to be copied only once. As 

50 a copy is being made, the original "copy once" content and the newly copied content are re-marked with "no more 
copy." Of course, other types of copy management commands may limit the playing or reproduction of such digital 
content; for example, to a specific period of time, duration, or number of plays or viewings. 

[0007] Thus, even today, the functionality of digital devices such as set-top boxes, digital televisions, digital audio 
players, and similar such digital devices extends beyond their historical role of conditional access (CA), i.e., merely 
55 descrambling content to a CA-clear format for real-time viewing and/or listening, and now include constraints and 
conditions on the recording and playback of such digital content. For example, currently, copying of scrambled content 
for subsequent descrambling and viewing or listening may be permitted with the appropriate service/content provider 
authorization or key provided to the digital device 
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[0008] Traditional conditional access systems for Pay-TV originated from one-way broadcast systems where a back 
channel was not available. A cryptographic processor, such as a smart card, in a conditional access unit, such as a 
set top box, for example, is generally infused with information and functionality in order to automatically grant access 
to programs. 

5 [0009] For example, a smart card with a Pay-TV access control application typically receives EMMs which grant 
certain service entitlements. Typically, services or group keys are delivered at the same time, and if the set top box is 
allowed to view IPPV programs, then credit and cost limit information may be transmitted as well. 
[0010] When tuning to a program, the smart card receives ECMs which describe which entitlements the smart card 
needs in order to grant access to the show. Hackers may attempt to manipulate both EMMs and ECMs to view programs 

10 without paying the requisite subscription fees. Not only are the EMMs and ECMs manipulated, but the hardware is 
attacked as well. This combination of software and hardware attacks are used to causer the smart card to decrypt 
scrambled programs without authorization from the provider of the programs. 

[001 1] Once fielded, it is hard to change the functionality of the smart cards. Mechanisms for downloading new code 
to smart cards are prone to attack by hackers who may try to use the same mechanisms to load pirate code into the 

15 smart card in order to steal programs. One "safe" way to upgrade the access control system is to remove existing 
smart cards from the field and provide new ones. However, this can be costly and logistically difficult. 
[0012] WO 86/07224 discloses a method and apparatus for scrambling and descrambling television signals. A tel- 
evision signal is scrambled and transmitted with an encrypted session key and an encrypted descramble code. The 
descramble code is encrypted using the session key and the session key is encrypted in accordance with a distribution 

20 key which is known to a receiver. The receiver is arrange to recover the television signal by decrypting the session key 
using the distribution key and decrypting the descramble code using the session key and descrambling the television 
signals using the descramble code. 

[0013] WO 97/38530 discloses an arrangement for decrypting television signals comprising a conditional access 
device and a smart card. The conditional access device generates a random key and transfers the random key to the 
25 smart card in an encrypted form. The random key is encrypted using a public key, which is decrypted by the smart card 
using a corresponding secret key to obtain the random key which is subsequently used to encrypt/decrypt messages 
between the smart card and the conditional access device. 

[0014] US 5,485,577 discloses a security apparatus for information processing systems in which authenticated ac- 
cess rights are incrementally delivered to access control processors. 
30 [001 5] Uk patent application GB 2 241 096 A discloses a receiver for deciphering scrambled video signals comprising 
a control unit a video processor and a data input circuit. The control unit includes a memory means . The memory 
means has deciphering algorithms and a unique M-cipher key pre-stored therein. The control unit recovers the M- 
cipher key and deciphers an enciphered message which includs a V-cipher cipher key with which the video signal has 
been scrambled. The V-cipher key is then fed to the video processor for deciphering the scrambled video signals. 

35 

SUMMARY 

[0016] Various aspects and features of the present invention are defined in the appended claims. 
[0017] In accordance with one embodiment, a method for securing control words is provided. The method includes 
40 receiving scrambled digital content in a descrambler integrated circuit. The method further includes receiving an en- 
crypted control word in the descrambler integrated circuit, decrypting the encrypted control word using a key stored in 
a register circuit of the descrambler integrated circuit, and descrambling the scrambled digital content in the descram- 
bler integrated circuit using the decrypted control word. 

45 BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The present invention is illustrated by way of example and not by way of limitation in the figures of the ac- 
companying drawings, in which like references indicate similar elements and in which: 

50 Figure 1 , is a block diagram of an exemplary entertainment system including one embodiment of a digital device; 

Figure 2 is an embodiment of a conditional access unit with a smart card; 

Figure 3 is an embodiment of a method for securely transferring control words from a smart card to a conditional 
access unit; 

Figures 4 and 5 are embodiments of a method for encrypting and decrypting data; 
55 Figure 6 is a block diagram of an embodiment of the descramber integrated circuit: 

Figure 7 is an embodiment of a headend server, network connection, and decoder; 
Figure 8 is another embodiment of a decoder; 

Figure 9 show embodiments of services that may be delivered to a decoder or a conditional access unit; and 
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Figure 10 shows an embodiment of a method for requesting and receiving control words or service keys. 
DETAILED DESCRIPTION 

5 [001 9] Figure 1 is a block diagram of an entertainment system 1 00 including one embodiment of the copy manage- 
ment system of the present invention. The entertainment system 1 00 includes a digital device 1 1 0 for receiving a digital 
bitstream including program data from one or more service providers. Such service or content providers can include 
terrestrial broadcasters, cable operators, direct broadcast satellite (DBS) companies, companies providing content for 
download via the Internet, or any similar such content and/or service provider. The program data may include system 

10 information, entitlement control messages, entitlement management messages, content, and other data, each of which 
will be described briefly. System information may include information on program names, time of broadcast, source, 
and a method of retrieval and decoding, as well as copy management commands that provide digital receivers and 
other devices with information that will control how and when program data may be replayed, retransmitted and/or 
recorded. These copy management commands may also be transmitted along with entitlement control messages 

15 (ECM), which are generally used by the conditional access unit to regulate access to a particular channel or service. 
Entitlement management messages (EMM) may be used to deliver privileges to the digital receiver 111 such as rights, 
access parameters, and descrambling keys. As known, a decryption key is generally a code that is required to restore 
scrambled data, and may be a function of the rights granted. Finally, content in the program data stream may include 
audio and video data, which may be in a scrambled or clear format. 

20 [0020] The digital device 110 includes a digital receiver 111, which processes the incoming bitstream, extracts the 
program data therefrom, and provides the program data in a viewable format. Digital device 110 may be coupled to 
other components in the entertainment system 100 via a transmission medium 120. The transmission medium 120 
operates to transmit control information and data including program data between the digital device 110 and other 
components in the entertainment system 100. 

25 [0021] The entertainment system 100 may include an audio system 130 coupled to the transmission medium 120. 
A digital VCR 140, such as a D-VHS VCR, may also be coupled to the digital device 110 and other components of the 
entertainment system 100 through the transmission medium 120. 

[0022] A hard disk recording unit 150 may also be coupled to digital device 110 and other components via transmis- 
sion medium 120. Display 160 may include a high definition television display, a monitor or other device capable of 
30 processing digital video signals. Finally, a control unit 1 70 may be coupled to the transmission medium 1 20. The control 
unit 1 70 may be used to coordinate and control the operation of some or each of the components on the entertainment 
system 100. 

[0023] The content of a digital program may be transmitted in scrambled form. In order for a conditional access unit 
to recover the scrambled content and permit a person to view the content in clear form, the unit must have the necessary 

35 access requirements associated with the scrambled content. An access requirement includes a message that describes 
the features that the conditional access unit must have in order to decode the scrambled content. For example, a 
certain key may be needed to view the content. Alternatively, a service tag associated with a given content provider 
may be required. Technical requirements such as a particular descrambling method may also be required and included 
as a part of the access requirements. The access requirements associated with a particular program may be transmitted 

40 to a conditional access unit along with the program. 

[0024] When a scrambled program is received by a conditional access unit, the access requirements for the program 
are compared to the entitlements that the conditional access unit actually has. In order for the conditional access unit 
to display the scrambled content in clear form, the access requirements for the program must match the entitlements 
of the conditional access unit. The entitlements may state that the conditional access unit is entitled to view content 

45 from a given service provider such as HBO, for example. The entitlements may also include one or more keys needed 
to descramble the content. The entitlements also may define the time periods for which the conditional access unit 
may descramble programs. The access requirements and entitlements thus form a part of the access control system 
to determine whether a decoder is authorized to view a particular program. 

[0025] The access requirements and entitlements can provide consumers with a variety of choices for paying for the 
50 content and gaining access to the scrambled content. These choices may include pay per play (PPP), pay per view 
(PPV), impulse pay per view (IPPV), time based historical, pay per time (PPT), repurchase of copy never movies, 
personal scrambling, and regional pay per view. Impulse pay per view is a feature which allows purchase of pay per 
view movies through credit that has been previously downloaded into the set top box. Purchase records may be stored 
and forwarded by phone to a billing center. Time based historical allows access to content that was delivered during 
55 a past time period, such as March through December, 1997, for example. The access requirements and entitlements 
can also provide consumers with different options for storing the scrambled content. 

[0026] The access requirements may be delivered to the conditional access unit using packet identifiers (PI Ds). Each 
PID may contain the access requirements associated with a given service or feature. The content that is delivered to 
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a conditional access unit may also include a large number of PIDs, thus enabling special revenue features, technical 
features, or other special features to be performed locally. 

[0027] Before receiving the content, the customer may be given a number of choices for gaining access to the content 
that is going to be stored to media. The customer may be required to purchase the right to access and view the content. 
5 Therefore, if the customer wants to record the content for later retrieval and viewing, the access requirements that the 
customer bought also need to be stored with the content. 

[0028] There are different types of security architectures for conditional access units: 1 ) embedded; 2) split security; 
and 3) external security. With embedded security, the content descrambling and the key management is done all within 
the conditional access unit, such as a set top box for example. With split security, the descrambling is done within the 

10 set top box, but the key management is performed external to the set top box, by using a cryptographic processor such 
as a smart card. With external security, both the content descrambling and the key management are performed exter- 
nally, such as with the NRSS-A and NRSS-B conditional access specifications. The cable industry through the Open 
Cable process has a modified version of NRSS-B called "Point-of-Deployment" (POD) module. The POD module has 
the same form factor as NRSS-B. It includes functionality for sending and receiving messages on the Out-of-Band 

15 channel. The external security type may also be split, for example, by using a PCMCIA form factor card that descrambles 
content, and a smart card that performs the key management. 

[0029] In addition, there may be copy-protection applied to the CA descrambled transport stream. Copy-protected 
content will be re-scrambled across the CA module (NRSS-A, NRSS-B or POD) interface and the host. The CA element 
and the Host need to agree on the key used to re-encrypt this content. In one embodiment, various parameters are 
20 securely shared on each side of the interface, with the result that the same copy-protection key is derived by each 
party. The CA module can alternatively derive its own key and encrypt the copy protection key with the unique key of 
the descrambler integrated circuit in the host. The CA module can receive this unique key of the descrambler integrated 
circuit through an EMM or other method, e.g. factory load procedure. 

[0030] As seen in Figure 2, an embodiment of the digital receiver 111 having the copy management system of the 
25 present invention includes a smart card interface 420. Although the smart card interface 420 may be built into the digital 
receiver 1 11 , it is expected that digital receiver will have an expansion slot, such as a PCMCIA slot or Universal Services 
Bus (USB) slot to receive a card or device which includes the interface 420. The digital receiver 1 1 1 of this embodiment 
includes a CPU 430 and a descrambler integrated circuit 440. 

[0031 ] Smart card interface 420 receives a smart card including encrypted control words for descrambling scrambled 
30 program content. Smart card 41 0 may transmit the control words in encrypted form to the smart card interface 420. If 
the content was originally scrambled using control words in addition to keys, the smart card 41 0 may use an encryption 
control key unique to unit 401 to encrypt the control words. The conditional access unit 401 will decrypt the control 
words and use the clear control words to descramble the program content. 

[0032] Thus, Figure 2 shows an embodiment of the split security architecture and the external architecture. In the 

35 split security architecture, conditional access unit 401 is a set top box or other type of digital device, such as device 
110 shown in Figure 1. In the external architecture, conditional access unit 401 is a NRSS-B conditional access unit. 
An external cryptographic processor 41 0, such as an ISO 781 6 smart card for example, receives control words (CWs) 
needed to descramble a program. The smart card 410 encrypts the CWs in encryption block 414 with keys that are 
unique to transport descrambler integrated circuit (IC) 440. 

40 [0033] Smart card 410 delivers the encrypted CWs to the set top CPU 430 through interface 420. The transport 
descrambler IC 440 in the set top box 401 will decrypt the CWs using the unique descrambler IC keys stored in register 
450. The decryption block 460 then writes the decrypted CWs alternately into ODD and EVEN key registers of de- 
scrambler 470 located in the transport descrambler chip 440. The descrambler 470 then applies the ODD/EVEN CWs 
to the scrambled content 480 at the right time and outputs descrambled program content 490. 

45 [0034] Thus, the transfer of the control word from the smart card to the set top box is secure, because the control 
word is transferred in encrypted form. The control word remains secure in the set top box because the control word is 
not decrypted by the non secure processor 430. The control word is only decrypted in the descrambler IC 440 that 
actually uses the control word, therefore, the control word is never exposed, and cannot be obtained by hackers. 
[0035] Furthermore, the key used to decrypt the control word is stored in hardware in register 450 in IC 440. The 

50 register 450 cannot be hacked unless the silicon is probed and the register is destroyed. An attempt may be made to 
exhaustively trial the key stored in register 450 in IC 440. However, if the key is sufficiently large, the means of attack 
will be deemed hopeless. Furthermore, the key may only be valid for one particular unit 401 , and may not be used by 
other units to decrypt control words, because the control words are encrypted by the smart card using a key that is 
unique to an associated conditional access unit 401 . Therefore, the transmission of the encrypted control words from 

55 smart card 41 0 to conditional access unit 401 is secure and the control words are not vulnerable to theft by hackers. 
[0036] The secure chip 440 does all of the secure processing of the control words. This secure chip has no CPU, 
no firmware, and no software. There is no complicated key hierarchy. A non CPU based descrambler chip receives 
the encrypted control words, applies a unique key to them, and decrypts them. No instructions, no code, no hashing, 
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and no software is loaded into the decryption block. The decryption is performed entirely by a hardware circuit using 
only a single key function. 

[0037] The Unique Keys may be programmed into register 450 during manufacture. For example, in one embodiment, 
the descrambler IC has a non-volatile Unique Key register 450 that can be written only once. When the set top, TV, or 

5 NRSS-B module 401 is manufactured, the Unique Key register 450 is programmed. In this embodiment, there is no 
way to either read or overwrite the original keys that were loaded into register 450. An association between the host's 
(401) serial number and the Unique Key that was loaded the Descrambler IC of that host may be recorded. 
[0038] When the set top 401 is manufactured and a smart card 41 0 is installed, the smart card 41 0 can receive the 
Unique Key associated with unit 401 at the time of pairing. From then on, the smart card is "paired" to that particular 

10 host 401. Later, if the smart card 410 is ever replaced or moved to a new host, the smart card may receive the De- 
scrambler IC Unique Keys in an Entitlement Management Message (EMM). New smart cards with the Unique Keys 
already programmed into the card may also be delivered to users. 

[0039] A method for transferring the CWs from the smart card to the conditional access unit is shown in Figure 3. A 
control word is encrypted in the smart card using a key stored in a register circuit of the smart card, step 40. The key 

15 stored in the register circuit of the smart card is associated with the key stored in the register circuit of the descrambler 
integrated circuit. The encrypted control word is received from the smart card, step 41 . This method includes receiving 
a digital bitstream including program data in a descrambler integrated circuit, where the program data includes system 
information and scrambled digital content, step 42. The encrypted control word is decrypted using a key stored in a 
register circuit of the descrambler integrated circuit, step 44. The scrambled digital content is descrambled in the de- 

20 scrambler integrated circuit using the decrypted control word, step 45, and the descrambled digital content is output, 
step 46. 

[0040] Embodiments of the encryption and decryption functions performed by encryption block 414 and decryption 
block 460 are shown in Figures 4, 5 and 6. These operations transform the CWs based on the Unique Keys stored in 
registers 412 and 450. An encryption algorithm such as DES, M6, or DVB Common Scrambling Algorithm may be 

25 used. In the embodiments shown in Figures 4, 5 and 6, Triple DES is used. As shown in Figure 6, the descrambler 
IC 440 uses Triple DES to decrypt the control words in decryption block 460. The decrypted control words are then 
used by descrambler 470 to descramble the program content 480 and output clear program content 490. 
[0041] However, because the encryption and decryption of the CWs is local to the set top box, it is possible to phase 
in the deployment of increasingly more robust encryption. For example, single DES may be initially deployed, and later 

30 double or triple DES can be phased in with no consequence to already fielded paired units of set tops and smart cards. 
The key length of the Unique Keys may be at least as large as the descrambling Control Words, to help reduce attacks 
on the Unique Keys by hackers. 

[0042] In an alternative embodiment as shown in Figure 7, the smart card may be replaced by the headend 710 of 
a one- or two-way network 720. The headend maintains the access rights for the decoder 701 instead of a local crypto 

35 microcontroller. The headend 710 can deliver Service Keys based on the Unique Keys stored in the Descrambler IC 
740. The encrypted Service Keys may be stored locally in the host 701 to facilitate transitions from one channel to 
another. The keys are stored in encrypted form, and are loaded as needed into the Descrambler IC 740. The Keys are 
decrypted only in the Descrambler IC 740, by using the Descrambler IC Unique Keys stored in register 750. In one 
embodiment, the service keys are used as Control Words to decrypt the content directly. In another embodiment, the 

40 Service Keys are used to decrypt control words, which are received in-band with the content. 

[0043] The Service Keys may be encrypted and decrypted using one of the algorithms used for the control words in 
the embodiments of Figures 2, 4, 5 and 6 described above. The algorithm used to encrypt and decrypt the Service 
Keys may be different than the algorithm used to scramble and descramble the program content. For example, M6 
may be easier to do in software in either the smart card or the headend key server. Also, each Service Key may be 

45 encrypted using different public and proprietary encryption algorithm. These different proprietary algorithms may be 
considered as anti-piracy measures to invalidate clone hardware. 

[0044] The headend 710 can deliver Services Keys on a channel or tier of service basis in EMMs. The Services Keys 
are encrypted, stored locally in decoder 401 and used by the insecure processor 730 as needed when tuning to different 
channels. Because the set tops are fielded in high volume as compared to the headend, eliminating the cryptographic 
50 processors, such as smart cards, from the set tops can greatly reduce the cost of implementing a pay-TV system in a 
network. 

[0045] While this embodiment works in one-way (non-IPPV) broadcast networks, it also performs in two-way, inter- 
active networks, where the keys for a particular service are requested, such as IPPV or VOD purchases or any other 
non-subscription service. The return channel 721 requests the keys because the ability to grant access to a new service 
55 is performed by the headend 71 0 instead of a local controlling crypto-processor. 

[0046] In order to avoid overload problems at the headend caused by a large number of simultaneous impulse buys 
of IPPV programs, a Free Preview period can be determined and IPPV programs can be marketed in advance of the 
actual viewing. In this embodiment, Service Keys for individual shows or movies may be requested by unit 701 and 
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delivered ahead of time. For example, interactive networks, such as a cable system having a back channel 721 such 
as a DOCSIS modem or Out-of-Band transmitter/receiver can deliver the request from the unit 701 to the headend 
710. Alternatively, the set top unit 701 may request the current decryption service key for each program accessed. 
[0047] A controller on the network headend server 71 0 processes this Request for Program Key (RPK). The request 
5 may contain the decoder's Unit Address, and information needed to identify the channel to be viewed (all of which may 
be obtained from MPEG system and program information already processed by the insecure processor). The request 
may be encrypted, if need be, for non-repudiation and prevention of denial of service attacks, such as IPPV or VOD 
requests for example. 

[0048] Upon receipt of the message, the key server 710 looks up the decoder 701 in the access control list (listing 
10 each unit's entitlements) and verifies the decoder's authorization. If authorized, the controller send the Service Key 
(encrypted under the decoder's Unique Key located in the Descrambler IC) to the unit. Figure 8 shows an alternative 
embodiment of decoder 701 that can request and receive service keys. 

[0049] In this embodiment, the Service Key may be valid for a certain period of time. The decoder 701 may store 
the key as it surfs to other services, allowing the decoder to re-access the service with a still valid key without having 

15 to request the key again. In this embodiment, the key is stored in its unit specific encrypted form (as it comes over the 
network from the Key Server) in the memory 735 of the insecure processor 730 (which runs the decoder). 
[0050] By using the memory and the processing power of the insecure, general purpose, host processor and not a 
separate cryptographic processor, a great cost reduction can be achieved. Not only can the cryptographic processor 
be eliminated, but there is also less overhead on the part of the host processor in dealing with communication to that 

20 cryptographic processor. 

[0051 ] The Service Key may be valid for the duration of a program or it may be valid for a period of time, e.g. 6 hours. 
Using a key for a longer period of time will reduce the overall number of transactions between the decoder 701 and 
the headend 710 because once the key is stored in decoder 701, it is available to the decoder from the decoder's 
memory. Depending on the duration of the current Service Key, the next key may be delivered along with the current 

25 key. Alternatively, the decoder may request the next Service Key after detecting the end of the current Service Key's 
valid Epoch. In one embodiment, the Service Key is valid for the duration of a user's subscription period. 
[0052] The Service Key must be identified properly so that it may be applied to a channel being tuned to. When the 
set top box 701 tunes to a channel, it looks up the appropriate encrypted Service Key from memory 735 and writes 
that into the Odd/Even MPEG key register of the descrambler IC 740. As in the embodiment of Figure 2, the secret 

30 Unique Key information may be programmed into IC 740 when decoder 701 is manufactured. 

[0053] In one embodiment, the Service Keys may comprise 56-bit, 1 1 2-bit, or 1 68-bit keys. Table 1 shows the storage 
requirements for different sizes of keys. 



Table 1 : 



Number of Bytes to Store Independent Service Keys 


of Channels with 
Independent Keys 


Channel ID (3 Bytes) 


16 Byte Triple DES 
Encrypted Service Key 


16 Byte Triple DES 
Encrypted Service Key 


Total Bytes 


CURRENT 


NEXT 


20 


60 


320 


320 


700 


50 


150 


800 


800 


1,750 


100 


300 


1600 


1600 


3,500 


200 


600 


3200 


3200 


7,000 


400 


1200 


6400 


6400 


14,000 













so Services can be sold a-la-carte or sold as a bouquet or package. There may be several tiers of services. For example, 
there may be a basic tier of services, a medium tier offering more services, and advanced tiers offering different premium 
services, as shown in Figure 9. In this embodiment, each incremental tier of services may be given a separate key. 
[0054] From Table 1 above, if a customer where to subscribe to 20 different types of Service tiers, that would require 
60 bytes of ID storage, 320 bytes of storage of the currently valid Service Keys, 320 bytes of storage for the Service 

55 Keys valid for the next epoch (or billing period) for a total of 700 bytes. 

[0055] Typically, ECMs need to convey the Access Conditions needed to access a channel along with the Channel 
or Service ID information and Control Word (key) information. In this embodiment, the ECMs can be simplified. Only 
the Channel or Service ID information, and possibly Program ID if it is a IPPV or VOD program, need to be included 
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in the ECM. This is because no ECM processing other than identifying the appropriate encrypted key from memory, 
and using it to write it into the appropriate register of the Descrambler IC needs to be performed. 
[0056] Figure 1 0 shows one embodiment of a method for requesting and receiving service keys. Program information 
is continuously sent from the headend to the decoder, steps 1 01 0 and 1 01 5. A viewer then selects a channel to watch, 
step 1020. the decoder requests a Service Key from the headend, step 1025. The headend checks the subscription 
status of the decoder, step 1030. If the decoder is subscribed, the headend provides the Service Key to the decoder, 
step 1 055. If the decoder is not subscribed, the viewer is asked by the decoder to subscribe, 1 035. The viewer decides 
to subscribe, 1 040. The decoder sends a request for purchase to the headend, 1 045. The headend sends an encrypted 
Service Key to the decoder, 1050. 

[0057] Thus, in this embodiment, the decoder includes a Descrambler IC with a Unique Key. Service Keys are de- 
livered to decoder 701 encrypted by the descrambler IC Unique Key and stored in encrypted form in the decoder. 
Alternatively, the decoder could request a service key each time that the decoder tunes to a channel without storing 
service keys locally. The Entitlements normally held by the secure cryptographic processor are held by the controlling 
authority, e.g. a key server in the headend. The insecure processor 730 in decoder 701 may receive a message (e.g., 
an ECM or an EMM) which tells it what it is authorized to descramble so that it may properly display viewing options 
to a viewer. The processor 730 can then request service keys for selected channels. In this embodiment, there is no 
embedded "secure" Firmware or software. Using the hardware decryption circuit mentioned above, an embedded CPU 
core or firmware that performs a cryptographic function is not needed. This enables a number of conditional access 
applications which may be downloaded to the insecure processor. The Service Key is unit key encrypted. It may be a 
public asymmetric key or secret symmetric key. 

[0058] Additional advantages include Pay-TV applications without using a Cryptographic Processor by providing a 
decoder having a Descrambler IC with Unique Keys hardwired into the IC. The decoder can request a service key or 
control word from a network provider. Local Access control can be performed by the Insecure Processor because the 
critical "secure" function is isolated in the Descrambler IC. 

[0059] In the foregoing description, the invention is described with reference to specific exemplary embodiments 
thereof. It will, however, be evident that various modifications and changes may be made thereto without departing 
from the scope of the present invention as set forth in the appended claims. The specification and drawings are ac- 
cordingly to be regarded in an illustrative rather than in a restrictive sense. 



Claims 

1. A method of descrambling scrambled digital content comprising 

permanently storing a key in a non-volatile register of a descrambler integrated circuit (440, 740) during 
manufacture, 

receiving the scrambled digital content in the descrambler integrated circuit (440, 740), 
receiving an encrypted control word in the descrambler integrated circuit (440,740), 

decrypting the encrypted control word using the key permanently stored in the non-volatile register, which 
has been permanently stored in a non-volatile register of the descrambler integrated circuit (440, 740), and 
descrambling the scrambled digital content in the descrambler integrated circuit (440, 740) using the decrypted 
control word, 

wherein the descrambler integrated circuit is a non-CPU, non-firmware and non-software based integrated circuit. 

2. The method of claim 1 , wherein the receiving the scrambled digital content comprises 

receiving a television transmission containing the scrambled digital content. 

3. The method of claim 1 , wherein the receiving the scrambled digital content comprises 

downloading the scrambled digital content from the Internet. 

4. The method of claim 1 , wherein the decrypting the encrypted control word using a key stored in the descrambler 
integrated circuit (440, 740), includes 

decrypting the control word using Triple DES. 

5. The method of claim 1, wherein the receiving the encrypted control word in the descrambler integrated circuit 
(440,740) comprises 

receiving the encrypted control word from a smart card (410). 

6. The method of claim 5 further comprising 
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encrypting the control word in the smart card (41 0) using a key stored in a register circuit (412) of the smart 
card, wherein 

the key stored in the register circuit (412) of the smart card is associated with a key stored in a register circuit 
(450) of the descrambler integrated circuit (440) 

5 

7. The method of claim 1, wherein the receiving an encrypted control word in the descrambler integrated circuit 
(440,740) includes 

receiving the encrypted control word from a controlling entity (71 0) connected to the descrambler integrated 
circuit (740) by a network (720). 

10 

8. The method of claim 7, wherein the controlling entity (71 0) is one of a headend server, an uplink, or a broadcast 
station. 

9. The method of claim 7, comprising 

15 encrypting a control word in the controlling entity using a key associated with the key stored in the register 

circuit (750) of the descrambler integrated circuit (740). 

10. The method of claim 1, wherein the receiving the encrypted control word in the descrambler integrated circuit 
(440,740) comprises 

20 receiving the encrypted control word in a module (401 ). 

11. The method of claim 10, wherein the module (401) is one of an NRSS-A module, an NRSS-B module, a POD 
module, and other CA element. 

25 12. An apparatus for descrambling scrambled digital content comprising 

a descrambler integrated circuit, the descrambler integrated circuit the descrambler integrated circuit being 
adapted to receive (111) scrambled digital content and 

to receive (410,420,720,725) an encrypted control word, the descrambler integrated circuit comprising 
means for decrypting (440,460,740,760) the encrypted control word using a key, which has been permanently 
30 stored in a non-volatile register of the descrambler integrated circuit (440, 740) during manufacture; and 

means for descrambling (470, 770) the scrambled digital content in the descrambler integrated circuit using 
the decrypted control word, wherein the descrambler integrated circuit is a non-CPU, non-firmware and non-soft- 
ware based integrated circuit. 

35 13. The apparatus of claim 12, comprising 

means for receiving a television transmission containing the scrambled digital content, 

14. The apparatus of claim 12, comprising 

means for downloading the scrambled digital content from the Internet. 

40 

15. The apparatus of claim 12, wherein the means for decrypting the encrypted control word using a key stored in the 
descrambler integrated circuit (440, 740) uses Triple DES. 

16. The apparatus of claim 12, wherein the descrambler integrated circuit being adapted to receive the encrypted 
45 control word from a smart card (41 0). 

17. A system for communicating digital content, the system comprising 

means for communicating the scramled digital content to an apparatus for descrambling the scrambled digital 
content, the apparatus comprising 
50 a descrambler integrated circuit, the descrambler integrated circuit being adapted to receive the scrambled 

digital content, and 

to receive an encrypted control word , the descrambler integrated circuit comprising 
means for decrypting (440,460,740,760) the encrypted control word using a key, which has been permanently 
stored in a non-volatile register of the descrambler integrated circuit (440, 740) during manufacture; and 
55 means for descrambling (470, 770) the scrambled digital content in the descrambler integrated circuit using 

the decrypted control word, the descrambler integrated circuit being a non-CPU, non-firmware and non-software 
based integrated circuit. 
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18. The system claimed in Claim 17, comprising a smart card, and 

means for encrypting (414) the control word (CW) in the smart card using a key stored in a register circuit 
(412) of the smart card, the descrambler integrated circuit (440,740) 

to being adapted to receive the encrypted control word from the smart card (410), 

wherein the key stored in the register circuit (412) of the smart card (410) is associated with a key stored in 
a register circuit (412) of the descrambler integrated circuit (440). 

19. The system as claimed in Claim 17, comprising 

means for communicating the encrypted control word from a controlling entity (710) connected to the de- 
scramber integrated circuit (740) via a network (720). 

20. The system as claimed in Claim 19, wherein the controlling entity (710) is one of a headend server, an uplink, or 
a broadcast station. 

21. The system as claimed in Claim 19, wherein the controlling entity (710) includes 

means for encrypting a control word in the controlling entity using a key associated with the key stored in 
the register circuit (750) of the descrambler integrated circuit (740). 

22. The system as claimed in Claim 20, comprising a module (401) for communicating the encrypted control word to 
the descrambler integrated circuit. 

23. The system as claimed in claim 22, wherein the module (401) is one of an NRSS-A module, an NRSS-B module, 
a POD module, and other CA element. 



Patentanspriiche 

1. Verfahren zum Entwurfeln verwurfelten digitalen Inhalts, aufweisend: 

permanentes Speichern eines Schlussels in einem nichtfluchtigen Register einer Entwurflerintegriertschaltung 
(440,740) wahrend der Herstellung, 

Empfangen des verwurfelten digitalen Inhalts in der Entwurflerintegriertschaltung (440,740), 
Empfangen eines verschlusselten Steuerungsworts in der Entwurflerintegriertschaltung (440,740), 
Entschlusseln des verschlusselten Steuerungsworts unter Verwendung des im nicht-fluchtigen Register per- 
manent gespeicherten Schlussels, der in einem nicht-fluchtigen Register der Entwurflerintegriertschaltung 
(440,740) gespeichert worden ist, und 

Entwurfeln des verwurfelten digitalen Inhalts in der Entwurflerintegriertschaltung (440,740) unter Verwendung 
des entschlusselten Steuerungsworts, wobei die Entwurflerintegriertschaltung eine nicht-CPU-, nicht-Firmwa- 
re- und nicht-Software-basierte integrierte Schaltung ist. 

2. Verfahren nach Anspruch 1 , wobei der Empfang des verwurfelten digitalen Inhalts 

Empfangen einer den verwurfelten digitalen Inhalt enthaltenden Fernsehubertragung aufweist. 

3. Verfahren nach Anspruch 1 , wobei der Empfang des verwurfelten digitalen Inhalts 

Herunterladen des verwurfelten digitalen Inhalts vom Internet aufweist 

4. Verfahren nach Anspruch 1 , wobei die Entschlusselung des verschlusselten Steuerungsworts unter Verwendung 
eines in der Entwurflerintegriertschaltung (440,740) gespeicherten Schlussels 

Entschlusseln des Steuerungsworts unter Verwendung von Triple-DES umfasst. 

5. Verfahren nach Anspruch 1 , wobei der Empfang des verschlusselten Steuerungsworts in der Entwurflerintegriert- 
schaltung (440,740) 

Empfangen des verschlusselten Steuerungsworts von einer Chipkarte (410) aufweist. 

6. Verfahren nach Anspruch 5, auBerdem mit 

Verschlusseln des Steuerungsworts in der Chipkarte (410) unter Verwendung eines in einer Registerschal- 
tung (412) der Chipkarte gespeicherten Schlussels, wobei 

der in der Registerschaltung (41 2) der Chipkarte gespeicherte Schlussel ein einem in einer Registerschaltung 



EP 1 163 798 B1 



(450) der Entwurflerintegriertschaltung (440) gespeicherten Schlussel zugeordnet ist. 

7. Verfahren nach Anspruch 1, wobei der Empfang eines verschlusselten Steuerungsworts in der Entwurflerinte- 
griertschaltung (440,740) 

Empfangen des verschlusselten Steuerungsworts von einer durch ein Netz (720) mit der Entwurflerintegriert- 
schaltung (440,740) verbundenen Steuerungsentitat (710) umfasst. 

8. Verfahren nach Anspruch 1 , wobei die Steuerungsentitat (71 0) von einem Kopfstellenserver, einer Aufwartsstrecke 
oder einer Rundfunkstation eine ist. 

9. Verfahren nach Anspruch 7, mit 

Verschlusseln eines Steuerungsworts in der Steuerungsentitat unter Verwendung eines dem in der Regi- 
sterschaltung (750) der Entwurflerintegriertschaltung (740) gespeicherten Schlussel zugeordneten Schlussels. 

10. Verfahren nach Anspruch 1 , wobei der Empfang des verschlusselten Steuerungsworts in der Entwurflerintegriert- 
schaltung (440,740) 

Empfangen des verschlusselten Steuerungsworts in einem Modul (401) aufweist. 

11. Verfahren nach Anspruch 10, wobei das Modul (401) von einem NRSS-A-Modul, einem NRSS-B-Modul, einem 
POD-Modul und einem anderen CA-Element eines ist. 

12. Gerat zur Entwurfelung verwurfelten digitalen Inhalts, aufweisend: 

eine Entwurflerintegriertschaltung, wobei die Entwurflerintegriertschaltung geeignet ist zum 
Empfangen (111) verwurfelten digitalen Inhalts und 

Empfangen (410, 420, 720, 725) eines verschlusselten Steuerungsworts, wobei die Entwurflerintegriertschal- 
tung aufweist: 

eine Einrichtung zur Entschlusselung (410, 420, 720, 760) des verschlusselten Steuerungsworts unter 
Verwendung eines Schlussels, der in einem nicht-fluchtigen Register der Entwurflerintegriertschaltung 
(440,740) wahrend der Herstellung permanent gespeichert worden ist, und 

eine Einrichtung zur Entwurfelung (470, 770) des verwurfelten digitalen Inhalts in der Entwurflerintegriert- 
schaltung unter Verwendung des entschlusselten Steuerungsworts, wobei die Entwurflerintegriertschal- 
tung eine nicht-CPU-, nicht-Firmware- und nicht-Software-basierte integrierte Schaltung ist. 

13. Gerat nach Anspruch 12, aufweisend eine 

Einrichtung zum Empfang einer den verwurfelten digitalen Inhalt enthaltenden Fernsehubertragung. 

14. Gerat nach Anspruch 12, aufweisend eine 

Einrichtung zum Herunterladen des verwurfelten digitalen Inhalts vom Internet. 

15. Gerat nach Anspruch 12, wobei die Einrichtung zur Entschlusselung des einen in der Entwurflerintegriertschaltung 
(440, 740) gespeicherten verschlusselten Steuerungsworts Triple-DES verwendet. 

16. Gerat nach Anspruch 12, wobei die Entwurflerintegriertschaltung geeignet ist zum Empfang des verschlusselten 
Steuerungsworts von einer Chipkarte (410). 

17. System zur Ubertragung digitalen Inhalts, wobei das System aufweist: 

eine Einrichtung zur Ubertragung des verwurfelten digitalen Inhalts zu einem Gerat zur Enwurfelung des ver- 
wurfelten digitalen Inhalts, wobei das Gerat 

eine Entwurflerintegriertschaltung aufweist, wobei die integrierte Entwurflerintegriertschaltung geeignet ist 
zum 

Empfangen des verwurfelten digitalen Inhalts und zum 

Empfangen eines verschlusselten Steuerungsworts, wobei die Entwurflerintegriertschaltung 
eine Einrichtung zur Entschlusselung (440, 460, 740, 760) des verschlusselten Steuerungsworts unter Ver- 
wendung eines Schlussels, der in einem nicht-fluchtigen Register der Entwurflerintegriertschaltung (440, 740) 
wahrend der Herstellung permanent gespeichert worden ist, und 
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eine Einrichtung zur Entwurfelung (470, 770) des verwurfelten digitalen Inhalts in der Entwurflerintegriertschal- 
tung unter Verwendung des verschlusselten Steuerungsworts, wobei die Entwurflerintegriertschaltung eine 
nicht-CPU-, nicht-Firmware- und nicht-Software-basierte integrierte Schaltung ist, aufweist. 

18. System nach Anspruch 17, aufweisend eine Chipkarte und 

eine Einrichtung zur Verschlusselung (414) des Steuerungsworts (CW) in der Chipkarte unter Verwendung 
eines in einer Registerschaltung (412) der Chipkarte gespeicherten Schlussels, wobei die Entwurflerintegriert- 
schaltung (440, 740) geeignet ist zum 

Empfangen des verschlusselten Steuerungsworts von der Chipkarte (410), 

wobei der in der Registerschaltung (412) gespeicherte Schlussel der Chipkarte (410) einem in einer Regi- 
sterschaltung (412) der Entwurflerintegriertschaltung (440) gespeicherten Schlussel zugeordnet ist. 

19. System nach Anspruch 17, aufweisend 

eine Einrichtung zur Ubertragung des verschlusselten Steuerungsworts von einer mit der Entwurflerinte- 
griertschaltung (740) verbundenen Steuerungsentitat (710) liber ein Netz (720). 

20. System nach Anspruch 1 9, wobei die Steuerungsentitat (71 0) von einem Kopfstellenserver, einer Aufwartsstrecke 
oder einer Rundfunkstation eine ist. 

21. System nach Anspruch 19, wobei die Steuerungsentitat (710) 

eine Einrichtung zur Verschlusselung eines Steuerungsworts in der Steuerungsentitat unter Verwendung 
eines dem in der Registerschaltung (750) der Entwurflerintegriertschaltung (740) gespeicherten Schlussel zuge- 
ordneten Schlussels. 

22. System nach Anspruch 20, aufweisend ein Modul (401) zur Ubertragung des verschlusselten Steuerungsworts 
zur Entwurflerintegriertschaltung. 

23. System nach Anspruch 22, wobei das Modul (401) von einem NRSS-A-Modul, einem NRSS-B-Modul, einem 
POD-Modul und einem anderen CA-Element eines ist. 



Revendications 

1. Procede de desembrouillage d'un contenu numerique brouille consistant a : 

memoriser de fagon permanente une cle d'un registre non volatile d'un circuit integre formant desembrouilleur 
(440,740) pendant la fabrication, 

recevoir un contenu numerique brouille dans le circuit integre formant desembrouilleur (440,740), 
recevoir un mot de commande code dans le circuit integre formant desembrouilleur (440,740), 
decrypter le mot de commande crypte en utilisant le code memorise de fagon permanente dans le registre 
non volatile, qui a ete memorise de fagon permanente dans un registre non volatile du circuit integre formant 
desembrouilleur (440,740), et 

desembrouiller le contenu numerique brouille dans le circuit integre formant desembrouilleur (440,740) en 
utilisant le mot de commande decrypte, le circuit integre formant desembrouilleur etant un circuit integre non 
base sur une unite centrale CPU, non base sur un micrologiciel et non base sur un logiciel. 

2. Procede selon la revendication 1, selon lequel la reception du contenu numerique embrouille comprend 

la reception d'une emission de television contenant un contenu numerique brouille. 

3. Procede selon la revendication 1 , selon lequel la reception du contenu numerique brouille comprend 

le telechargement du contenu numerique brouille a partir du reseau Internet. 

4. Procede selon la revendication 1 , selon lequel le decryptage du mot de commande crypte utilisant une cle memo- 
risee dans le circuit integre formant desembrouilleur (440, 740) inclut 

le decryptage du mot de commande en utilisant un Triple DES. 

5. Procede selon la revendication 1, selon lequel la reception du mot de commande crypte dans le circuit integre 
formant desembrouilleur (440,740) comprend 



EP 1 163 798 B1 



la reception du mot de commande crypte a partir d'une carte a puce (41 0). 

6. Procede selon la revendication 5, comprenant en outre 

le cryptage du mot de commande dans la carte a puce (410) moyennant I'utilisation d'une cle memorisee 
dans un circuit formant registre (412) de la carte a puce, selon lequel la cle memorisee dans le circuit formant 
registre (412) de la carte a puce est associee a une cle memorisee dans un circuit formant registre (450) du circuit 
integre formant desembrouilleur (440). 

7. Procede selon la revendication 1 , selon lequel la reception d'un mot de commande crypte dans le circuit integre 
formant desembrouilleur (440,740) inclut 

la reception du mot de commande crypte a partir d'une entite de commande (71 0) connectee au circuit integre 
formant desembrouilleur (740) par un reseau (720). 

8. Procede selon la revendication 7, selon lequel I'entite de commande (710) est I'un d'un serveur de tete, d'une 
liaison dans le sens montant ou d'une station de diffusion. 

9. Procede selon la revendication 7, comprenant 

le cryptage d'un mot de commande dans I'entite de commande moyennant I'utilisation de la cle associee a 
la cle memorisee dans le circuit formant registre (750) du circuit integre formant desembrouilleur (740). 

10. Procede selon la revendication 1, selon lequel la reception du mot de commande crypte dans le circuit integre 
formant desembrouilleur (440,740) comprend 

la reception du mot de commande crypte dans un module (401). 

11. Procede selon la revendication 10, selon lequel le module (401) est I'un d'un module NRSS-A, d'un module 
NRSS-B, d'un module POD et d'un autre element CA. 

12. Dispositif pour le desembrouillage d'un contenu numerique brouille comprenant : 

un circuit integre formant desembrouilleur, le circuit integre formant desembrouilleur etant adapte pour recevoir 
(111) le contenu numerique brouille, et 

recevoir (41 0,420,720,725) un mot de commande crypte, le circuit integre formant desembrouilleur compre- 
nant 

des moyens (440,460,740,760) pour decrypter le mot de commande crypte en utilisant une cle, qui a ete 
memorisee de facon permanente dans un registre non volatil du circuit integre formant desembrouilleur 
(440,740), et 

des moyens (470,770) pour desembrouiller le contenu numerique brouille dans le circuit integre formant de- 
sembrouilleur (440,740) en utilisant le mot de commande decrypte, le circuit integre formant desembrouilleur 
etant un circuit integre non base sur une unite centrale CPU, non base sur un micrologiciel et non base sur 
un logiciel. 

13. Dispositif selon la revendication 12, comprenant 

des moyens pour recevoir une emission de television contenant un contenu numerique brouille. 

14. Dispositif selon la revendication 12, comprenant 

des moyens pour telecharger le contenu numerique brouille a partir du reseau Internet. 

15. Dispositif selon la revendication 12, dans lequel les moyens pour decrypter le mot de commande crypte utilisant 
une cle memorisee dans le circuit integre formant desembrouilleur (440,740) utilise un Triple DES. 

1 6. Dispositif selon la revendication 1 2, selon lequel le circuit integre formant desembrouilleur est adapte pour recevoir 
le mot de commande crypte a partir d'une carte a puce (41 0). 

17. Systeme pour communiquer un contenu numerique, le systeme comprenant 

des moyens pour communiquer le contenu numerique brouille a un dispositif pour desembrouiller le contenu 
numerique brouille, le dispositif comprenant 

un circuit integre formant desembrouilleur, le circuit integre formant desembrouilleur etant adapte pour re- 
cevoir le contenu numerique brouille et pour recevoir un mot de commande crypte, le circuit integre formant de- 
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sembrouilleur comprenant 

des moyens (440,460,740,760) pour decrypter le mot de commande crypte en utilisant, qui a ete memorise 
de facon permanente dans un registre non volatil du circuit integre formant desembrouilleur (440,740), et 

des moyens (470,770) pour desembrouiller le contenu numerique brouille dans le circuit integre formant 
5 desembrouilleur (440,740) en utilisant le mot de commande decrypte, le circuit integre formant desembrouilleur 

etant un circuit integre non base sur une unite centrale CPU, non base sur un micrologiciel et non base sur un 
logiciel. 

18. Systeme selon la revendication 17, comprenant une carte a puce et 

10 des moyens (414) pourcrypter le mot de commande (CW)dans lacarte a puce en utilisant une cle memorisee 

dans un circuit formant registre (112) de lacarte a puce, le circuit integre formant desembrouilleur (440,740) etant 
adapte pour recevoir un mot de commande crypte a partir de la carte a puce (41 0), 

la cle memorisee dans le circuit formant registre (412) de carte a puce (410) etant associee a une cle me- 
morisee dans un circuit formant registre (412) du circuit integre formant desembrouilleur (440). 

15 

19. Systeme selon la revendication 17, comprenant des moyens pourcommuniquer le mot de commande crypte depuis 
I'entite de commande (710) connectee au circuit integre formant desembrouilleur (740) par I'intermediaire d'un 
reseau (720). 

20 20. Systeme selon la revendication 19, dans lequel I'entite de commande (710) est Tun d'un serveur de tete, d'une 
liaison dans le sens montant ou d'une station de diffusion. 

21. Systeme selon la revendication 19, dans lequel I'entite de commande (710) comprend : 

25 des moyens pour traiter un mot de commande dans une entite de commande en utilisant une cle associee a 

la cle memorisee dans le circuit formant registre (750) du circuit integre formant desembrouilleur (740). 

22. Systeme selon la revendication 20, comprenant un module (401 ) pour communiquer le mot de commande crypte 
au circuit integre formant desembrouilleur. 

30 

23. Systeme selon la revendication 22, selon lequel le module (401) est I'un d'un module NRSS-A, d'un module 
NRSS-B, d'un module POD et d'un autre element CA. 



14 



EP 1 163 798 B1 



* 1 

Z CO 
1= LU 5 

|8i 

O 








> 












CO 




Q 






15 



EP 1 163 798 B1 



CRYPTOGRAPHIC PROCESSOR 410 



r 



412 



UNIQUE 

DESCRAMBLER IC 
KEY REGISTER 



CW 

. r 41 4 



ENCRYPTION 
BLOCK 



SCRAMBLED 
TRANSPORT 
STREAM 480 



ENCRYPTED CONTROL WORDS 416 



SMART CARD j 
INTERFACE 



I 



420 



CPU 



430 



DESCRAMBLER IC 440 



UNIQUE 

DESCRAMBLER IC 
KEY REGISTER 



ENCRYPTION CW 
■450 



460 



DECRYPTION 
BLOCK 



L 



470 



I 



DESCRAMBLER 



CONDITIONAL 
ACCESS UNIT 
401 



DESCRAMBLED 
TRANSPORT 
STREAM 490 



FIG. 2 



16 



EP 1 163 798 B1 



ENCRYPTING A CONTROL WORD IN THE SMART 
CARD USING A KEY STORED IN A REGISTER CIRCUIT 
OF THE SMART CARD 



RECEIVING THE ENCRYPTED CONTROL WORD FROM 
THE SMART CARD 



RECEIVING A DIGITAL BITSTREAM INCLUDING 
PROGRAM DATA IN A DESCRAMBER INTEGRATED 
CIRCUIT, WHERE THE PROGRAM DATA INCLUDES 
SYSTEM INFORMATION AND SCRAMBLED DIGITAL 
CONTENT 



THE ENCRYPTED CONTROL WORD IS DECRYPTED 
USING A KEY STORED IN A REGISTER CIRCUIT OF 
THE DESCRAMBER INTEGRATED CIRCUIT 



THE SCRAMBLED DIGITAL CONTENT IS 
DESCRAMBLED IN THE DESCRAMBLER INTEGRATED 
CIRCUIT USING THE DECRYPTED CONTROL WORD 



THE DESCRAMBLED DIGITAL CONTENT IS OUTPUT 



1 46 

Y 



FIG. 3 



17 



EP 1 163 798 B1 



Q 

LU 

CO 

o 

LU 



DC 

25 

—J 

O 



o 









I— 




Q. 


CO >- 


LU DC 


O O 








UL1 




DC 

2 

O 



o 




in 

d 



18 



EP 1 163 798 B1 



ENCRYPTED 
CONTROL WORD A 

DESCAMBLERIC 



ENCRYPTED 
CONTROL WORD B 



SCAMBLED 
TRANSPORT 
STREAM 480 



DES 



I 



DES 



DES -> 



CONTROL 
WORD IN 
CLEAR A 



DESCRAMBLER IC 
■ UNIQUE KEY A 
(7 BYTES) 



DESCRAMBLER IC 
• UNIQUE KEY B - 
(7 BYTES) 



i 



-r DES 



I 



DES 



I 



DES 



CONTROL 
WORD IN 



CONTROL 
WORD IN 



DES 




DES 




DES 







DESCRAMBLER IC 
440 



460 



470 



DESCRAMBLED 
TRANSPORT 
STREAM 490 



FIG. 6 



19 



EP 1 163 798 B1 



SCRAMBLED 
TRANSPORT 
STREAM 780 



710 



HEADEND 



712 



UNIQUE 

DESCRAMBLER IC 
KEY REGISTER 



r 



cw 



ENCRYPTION 
BLOCK 



721 



NETWORK 
^720 



MEMORY 



735 



i 



NETWORK 
INTERFACE 



725 

U 



± 



CPU 



730 



DESCRAMBLER IC 740 



UNIQUE 

DESCRAMBLER IC 
KEY REGISTER 



ENCRYPTION CW 

■750 



DECRYPTION 
BLOCK 



760 



770 



DESCRAMBLER 



DECODER 701 

V 



DESCRAMBLED 
TRANSPORT 
STREAM 790 



FIG. 7 



20 



EP 1 163 798 B1 




CD LU 

cc o 

8° 



p Cu 



gen 

H- LU ^ Q_ LU 

UJ uli 2: LU 



21 



EP 1 163 798 B1 



BASIC TIER 
CNN, HLN, TURNER, HISTORY, COURTROOM 



BASIC TIER SERVICE KEY 



MEDIUM TIER 
STARZ, HITS, DISNEY, NICKELODEON 



MEDIUM TIER SERVICE KEY 



ADVANCED TIER #1 
HBO, SHOWTIME, COMEDY 



ADVANCE TIER #1 SERVICE KEY 



FIG. 9 



22 



EP 1 163 798 B1 



CONTINUOUSLY SEND SYSTEM AND 
PROGRAM INFORMATION FROM THE 
HEADEND TO THE DECODER 



RECEIVE SYSTEM AND PROGRAM 
INFORMATION AT THE DECODER 



1010 



1015 



ENABLE A VIEWER TO SELECT A 
CHANNEL TO WATCH BY USING THE 
RECEIVED INFORMATION 



1020 



REQUEST A SERVICE KEY FROM THE 

HEADEND BY THE DECODER IN 
RESPONSE TO THE VIEWER SELECTION 



1025 



1035- 



1030 



CHECK THE SUBSCRIPTION 
STATUS OF THE DECODER AT 
THE HEADEND 



IF THE DECODER IS NOT 
SUBSCRIBED, ASK THE 
VIEWER WHETHER THE 
VIEWER WANTS TO 
SUBSCRIBE 



IF THE DECODER IS SUBSCRIBED, 
PROVIDE THE SERVICE KEY TO THE 
DECODER 



1055 



1040' 



AFTER VIEWING IPPV 
SCREENS, THE VIEWER 
DECIDES TO SUBSCRIBE 

AND PURCHASE THE 
PROGRAM 



1045^ 



SEND SERVICE KEY TO DECODER AND 
BILL THE DECODER'S ACCOUNT FOR 
THE IPPV PROGRAM 



SEND REQUEST FOR 
PURCHASE MESSAGE 
FROM DECODER TO 
HEADEND 



1050 



FIG. 10 



23 



